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Confidential to the Presiding Judge

Affidavit of _ _inrelation to GCSB Assistance to OFCANZ in “Operation
Debut”.

I, { affirm
‘1. That Ihold the position of within the GCSB and have

personal knowledge of the matters addressed in this affidavit.

. Tunderstand that in this proceeding Detective Inspe ‘tor Wormald declined, pursuant to

5,70 of the Evidence Act 2006, to answer a question directed to the identity of the persons
or entity noted in his notebook, and redacted.

. The redacted entry refers to the GCSB and I attende i the meeting referred to in the note.

., The primary intelligence requirement levied on the ‘tureau by OFCANZ was for technical

assistance to determine the travel arrangements and ikely locations at relevant times of
persons who were to be located and arrested in relaf on to charges on which they had been
indicted in the State of Virginia. The secondary inte ligence requirement was for
information which would allow an assessment to be made of the extent (if any) to which
the individuals of interest were aware that they might be arested. OFCANZ stressed that
information concerning the operation was being extremely closely held for operational
security reasons.

The persons of interest to GCSB in relation to satisfying these requirements were:

Namie ' " Posifion Gitizeéfiship |. . . Ngrially residing in
Kim DOTCOM | CEO Megamedia Germeany, New Zealand, Hong
Ltd Finland Kong & USA
Mona AQUINO | Wife of Kim | Philippines New Zealand, Hong
VERGA: Dotcom Kong & USA '
Bram VAN Customer Support | Netherlands New Zealand &
DER XOLK Netherlands
Junelyn VAN Wife of Bram van, Philippines New Zealand &
DERKOLK _ | derKolk Netherlands
Finn Habib Chief Marketing Germany Germany
BATATO Officer & Vice N
President of
Business
Development
Mathias Chief Technical . | Philippines Gefmany & Hong Xong -
ORTMANN Officer . \
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Sven Secretary of Belioved tobe | Germany & Hong Kong |
ECHTERNACH | Megaupload German based
Head of Business on place of
Development birth
TJulius BENCKO | Graphic Designer Unknown Unknown - but not
believed to be in New
Zealand
Andrus NOMM | Projects Planning, | Bstonia Estonia & Turkey
Development and

Other persons who were identified as being Nev: Zealand citizens or permanent residents
were identified as persons of interest to OFCAN 7. OFCANZ was informed that the
communications of these persons could not lawtully be intercepted under the Government
Commurications Security Burean Act 2003 (“fl e GCSB Act”?),

Prior to the Burcan agreeing to undertake interc ption operations, I'was informed by
OFCANZ that all persons listed in paragraph 5° jere foreign persons.(as the expression
“foreign person” is defined in section 4 of the C CSB Act). '

Accordingly, and in reliance on this informatio: (which throughout the period during
which our interception operations were conducted I believed to be accurate),
commmunications from and between those individuals were intercepted. Interception
operations were conducted between 16 D ecember 2011 and 20 J anuary 2012 end
information of relevance to the OFCANZ request was passed on to OFCANZ staff.

The information transferred to OFCANZ related solely to the intended movements of
those individuals listed at paragraph 5 and the “agtmospherics” within the group as an
indication of whether they were aware of Police operations against them, and was
provided in support of the planned arrest operation for the purpose of ensuring the safety
of New Zealand Police staff involved in the operation. No information was reported to
OFCANZ relating to the offences alleged to have been committed by any of the -
individuals listed in paragraph 5.

The intcrceptior_{ operations did not involve any activity réferred to in section 15 of the
GCSB Act.

The Bureau considered that the circumstances of the offending as alleged, namely the
theft of intellectual property causing multiple millions of dollars loss to the owners of that
intellectual property, and the potential risks associated with the arrest operation, engaged
5.8(1)(e)(i)(@) and 8(2)(b) and (c) of the GCSB Act (assisting a public authotity in

- relation to protecting the safety of persons and supporting the prevention or detection of

serious’crime).

Section 14 of the GCSB Act directs that the Bureau may not intercept the . :
communications of & person who is either a New Zealand citizen or a permenent resident.

J,‘
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13, As stated in paragraph 7, the question of the residence status of the persons of interest
was ruised with OFCANZ during initial discussions to determine whether or not the
GCSB was legally sble to provide the assistance requested. The Bureau was advised that
none of the relevant persons had New 7Zealand citizenship, or were permanent residents.

14. The GCSB acted in reliance upon that advice. At all times when their communications
were being intercepted, the GCSB believed that the relevant persons were foreign. If the
Bureau had known otherwise, intercep ;on operaticns would not have been undertaken.

15. This advice subsequently proved, however, t0 be inicorrect. In response to a query made
by a GCSB colleague at my direction to JFCANZ on 20 February 2012, after
interception operations bad been comple =d, and I had become aware of media reports
that Mr Dotcom was a New Zealand resident, I leamned on 29, February that Immigration
‘NZ hed advised OFCANZ (who had not passed on the information to GCSB), that Mr
Dotcom and his family and Mr van der 1 olk and his family were in fact persons holding
residence class visas under the Immigra: on Act 2009.

"16. The definition of ‘permanent resident’ i1 . the GCSB Act includes a person holding a
residence class visa.

17. Accordingly the interceptions in relation to those persons was not authorised by the
GCSB Act.

18. This occurrence will be reported to the Inspector-General of Intelligence and Security.
Affiraed
At Wellington this seventeenth day of September 2012

Before me

A Sol@k the High Court of New Zealand o
G, C . arre—
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